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Tools and Techniques of Empowered Digital Media Consumers

Scrutinize your source: Check the credibility and reputation of the source sharing the
information. Look for well-established news organizations or trusted experts.

Cross-Check with Multiple Sources: Consult multiple reliable sources. If a claim is only
present in one source, it’s wise to be skeptical.

Fact-Check with Independent Tools: Utilize fact-checking websites or browser
extensions that specialize in debunking misinformation and rumors. Some popular fact-
checking organizations include Snopes, FactCheck.org, and PolitiFact.

Examine the URL and Domain: Scrutinize the URL of the website sharing the
information. Misleading or suspicious domains and URLs can be a red flag.

Assess the Headline: Misleading or sensationalist headlines often accompany
disinformation. Read beyond the headline to understand the full context of the article.

Analyze the Content: Look for signs of bias, manipulation, or extreme language within
the content. Be cautious of exaggerated claims or emotional appeals.

Check the Date: Ensure the information is current and not outdated. Sometimes old
news is presented as recent to mislead readers.

Scrutinize Images and Videos: Verify the authenticity of images or videos by conducting
reverse image searches or analyzing for signs of manipulation. Beware of out-of-context,
old or anachronistic, or doctored visuals.

Reverse Image Search: Use reverse image search engines like Google Images, TinEye, or
Yandex to determine the origin or source of the image. Upload the image or provide the
image URL to conduct a reverse image search and see if the image has been used
elsewhere on the web.

Examine the metadata embedded within the image file, which can contain valuable
information such as the date, location, and device used to capture the image.

Evaluate the Author’s Credentials: Research the author’s expertise and background.
Lack of author information or a history of spreading disinformation are warning signs.



e Consider Confirmation Bias: Be aware of your own biases and how they can affect your
perception of information. Take a step back and critically evaluate the information, even
if it aligns with your pre-existing beliefs.

e Be Wary of Echo Chambers: Social media algorithms can create echo chambers where
you are primarily exposed to content that aligns with your existing beliefs. This can
reinforce confirmation bias and make it easier for disinformation to spread unchecked.
Seek diverse perspectives and challenge your own biases.

e Report and Engage Responsibly: If you encounter disinformation, report it to the social
media platform. Engage responsibly by not sharing or amplifying content without
verifying its accuracy. Instead, focus on promoting credible information and encouraging
critical thinking.

e Be Aware of Emotional Manipulation: Disinformation often aims to evoke strong
emotions or manipulate people's beliefs. Be cautious of content that uses emotionally
charged language, appeals to fear or anger, or tries to polarize opinions. Critical thinking
and emotional detachment can help you see through these tactics.

e Be Skeptical of Unverified User-Generated Content: Information shared by anonymous
or unverified individuals should be treated with caution. User-generated content can
easily be manipulated or fabricated.

e Pay Attention to Multiple Perspectives: Expose yourself to diverse viewpoints and
sources to get a more comprehensive understanding of a topic. This helps counteract
echo chambers and reduces the likelihood of falling for disinformation. Join and follow
in spaces where you wouldn’t normally expect to agree.

No one technique can guarantee complete protection against online disinformation or
misinformation. Employ a combination of critical thinking, fact-checking, and skepticism when
consuming information on the web and social media.

Never stop asking yourself:

Am | remaining dispassionate and analytical as | examine this communication?

What are my pre-existing biases and does this information directly speak to them?

If ’'m inclined to share this with others, why do | feel that way?

Are any of these facts in legitimate dispute?

Does this communication make me fearful and/or outraged? If so, do | think that it is by design?



